* Co-parenting and Visitation Apps Review Checklist

NNEDV  This checklist is a part of a set of resources to help organizations evaluate
co-parenting and visitation apps. We encourage you to start with the
“Considerations for Judges and Supervised Visitation Providers: Co-
parenting and Visitation Apps” resource before using this checklist to
review a specific app.

App Name:
. An app’s privacy policy should address the app
PI'IV&CY directly, be readily available, and clearly
PO“CY communicate how user information is

collected, stored, and shared.

Available on Website

Clearly Written

Scope is Specific to
App [1]

Policy Discusses:

« Device
Permissions
Required

. Data Collection &
Retention

[1] Sometimes privacy policies and terms of service are quite generic, and as a result, quite vague. The policy/terms
should clearly have been developed for the app itself rather than copied wholesale from a template. If the company
provides many products, it should be clear how the policy/terms apply to the specific product you are considering.
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. Data Ownership

. Secondary Data

Use
An app’s terms of service should address the
Terms Of app directly, be readily available, and clearly
. communicate the expected behavior of the
Service

user and business owner related to the app and
its services.

Available on Website

Clearly Written

Scope is Specific to

App [1]
An app will request or require certain device
access permissions from a user in order to carry
out its functions. These requests should be
clear in regards to whether information is
Permissions required for functionality and how that

information will be used. If too many
permissions are required for functionality, they
may interfere with a survivor’s safety planning
steps.

Requested / Required
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Location
Camera
Microphone
Contacts
Phone
. Apps are often used to share media (such as
Medla photos or videos), and it is important to know
Sharing how media is protected in transit and how long
its stored in the app.
Metadata (Does the

app remove it from
uploaded files?)

Retention (Does the
app delete stored
images/videos after a
certain period of
time? What period of
time?)
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User Data

Apps collect data in line with their privacy
policy. It's important to consider what data is
being collected, how it's protected in the app,

how long it’s stored, and who controls the

length of time it is stored.

Types Collected

Encryption

Storage

Control (Can it be
deleted after a period
of time?)

Web Portal

If an app offers web-based access, a web
browser can create different security
vulnerabilities for a survivor to consider,
including the potential for third-party tracking.
If a user logs into the app using a browser, does
the app send data about the user to other
companies (e.g. social media companies)? [2]

Third-Party Tracking

[2] This article and chart of data sharing by telehealth startups illustrates the kinds of data and companies being

referred to. Blacklight is a web-based tool that can help identify tracking technologies embedded in a website and

where they are sending user data .
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https://themarkup.org/pixel-hunt/2022/12/13/out-of-control-dozens-of-telehealth-startups-sent-sensitive-health-information-to-big-tech-companies
https://themarkup.org/blacklight

Data Access

In addition to knowing what information is
collected and stored, it's important to know
who has access to what data within the app.

Parent’s Own Data

Other Parent’s Data

Children’s Data

Visitation Supervisor

Court
Tech Company [3]
Financial These apps cost money. It's important to
consider how to make the app financially
ASpeCtS sustainable for the users.
Pricing

[3] As a best practice, the tech company should not be able to access the data. This relates to the “encryption” item, in
that encryption is required for this best practice. However, “encryption” with no other details is not sufficient to
establish this, as there are different kinds of encryption. Companies should be specifically asked about their own

access to user data.
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Payment Processor

Technical
Analysis

It's important that the app meet the needs of
the organization choosing it and the co-
parenting families they work with, both in
security and functionality.

Web Portal Security

Functionality and
User-Friendliness
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